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1. Purpose of the Report 

 
 To outline the implications of the Data Protection Act for Members. 

 
2. Background 

 
2.1 At the Audit Committee meeting on 24 March 2010, Members 

requested that a report be drafted outlining the implications of the Data 
Protection Act for Councillors. 
 

2.2 The Information Commissioner now has the power to impose a penalty 
on data controllers for breaches of the Data Protection Act with a 
maximum penalty of £500,000. As a result it is important that 
employees and Councillors are aware of the requirements of the Act. 
 

2.3 The IdEA has produced a Councillor’s Guide to Data Protection which 
is published on its website at www.idea.gov.uk/idk/aio/1708186. A 
copy of this guidance is available in the Members Room. The 
Information Commissioner has also issued a Data Protection Good 
Practice Note: Advice for the elected and prospective members of local 
authorities. This report summarises and highlights the issues for 
members. 
 

2.4 The first Data Protection Act became law in 1984. It established a set 
of rules to regulate the use of automatically processed information, 
such as data held on computer systems. In 1998 a new Data 
Protection Act [DPA] was given Royal Assent and became law on the 
1st March 2000. The new Act extended the scope of data protection to 
manually processed personal information as well as that processed by 
automated means. 
 

2.5 The DPA works in three ways: 

• it states that anyone who processes personal information must 
comply with eight principles; 



• it provides individuals with important rights, including the right to 
find out what personal information is held about them; and 

• it requires those processing personal data to notify the 
Information Commissioner. 

 
2.6 The Eight Principles 

 
There are eight Data Protection Principles (“the Principles”) in the 
DPA, which must be complied with when handling personal data.  
 
1 Personal data must be processed fairly and lawfully and must 

not be processed unless certain conditions contained in The Act 
are met. 

2. Personal data must be obtained only for one or more specified 
and lawful purposes and must not be processed in any way that 
is incompatible with the purpose/s for which it is kept. 

3. Personal data must be adequate, relevant and not excessive in 
relation to the purpose/s for which they are processed. 

4. Personal data must be accurate and, where necessary, kept up 
to date. 

5. Personal data processed for any purpose/s must not be kept for 
longer than is necessary for the purpose/s. 

6. Personal data must be processed in accordance with the rights 
of the data subject. 

7. Appropriate measures must be taken against unauthorised or 
unlawful processing of personal data and against accidental 
loss, damage or destruction of personal data. 

8. Personal data must not be transferred outside the European 
Economic Area unless the country or territory has adequate 
levels of protection in relation to the processing of personal 
data. 

 
2.7 Rights of Individuals 

 
The DPA gives individual data subjects a number of rights about the 
personal data held on them. Importantly, individuals have the right to 
find out what information is held about them. This is called a “Subject 
Access Request”.  The individual will need to provide their name and 
address, prove their identity and pay a statutory fee of £10.00. The 
individual is entitled to have communicated to them in an intelligible 
form, all the information held by the Council which forms personal data 
about them within 40 days. 
 

2.8 Notification 
 
The DPA requires all data controllers to notify the Information 
Commissioner of certain details about the processing of personal data 
carried out by that data controller.  A fee is payable to the Information 
Commissioner for that notification. 
 



3. Implications for the Council 
 

3.1 The Council is a “data controller” for the purposes of the Data 
Protection Act 1998 and as a result must comply with the provisions 
outlined in paragraphs 2.5 to 2.8 above. 
 

4. Implications for Members 
 

4.1 Elected Members are likely to have 3 different roles: 
 
a) Acting as a member of the Council, for example, as a member of a 
committee. 
b) Representing a political party or other external body. 
c) Acting as a representative of residents of their ward, for example, in 
dealing with complaints. 
 
The effect of the DPA is different depending on the role of being 
performed. For the most part, Members are not data controllers under 
the terms of The Act.   
 

4.2 Acting as a member of the Council 
 
Members are likely to receive personal data about individuals from the 
Council in order to enable them to carry out duties as an elected 
member. Members are entitled to have access to any information 
necessary to enable them to conduct their statutory duties as an 
elected Member. There is no automatic right to access personal data, 
which will only be disclosed where there is a recognised need. 
 
The use of the data is subject to the DPA and as a result the Member 
must comply with the provisions outlined in paragraph 2.6 above as 
though he/she were an employee.  
 
In this role, the Member is not required to notify the Information 
Commissioner as they will be covered by the Council’s notification. 
 
In the event that the Member receives a Subject Access Request in 
connection with personal data they hold on behalf of the Council they 
should refer it to the Council’s Senior Solicitor. 
 

4.3 Representing a political party or other external body 
 
Elected Members may also receive personal data about individuals 
from an external body or when acting on behalf of a political party, for 
example for the purpose of election campaigning. This will be subject 
to any conditions and restrictions covering the external body or political 
party's processing of personal data including any policies and 
procedures. 
 
In this role, the Member is unlikely to be required to notify the 



Information Commissioner as they will be covered by the external 
body/political party’s notification. Although it would be advisable for 
Members to check with their party to ensure that this is the case.  
Independent Members who are not affiliated with any particular party 
will need to notify under the DPA, although there is an exemption from 
such notification if the information is processed solely as paper 
records. 
 
In the event that the Member receives a Subject Access Request in 
connection with personal data they hold on behalf of an external body 
or political party they should refer it to individual in that organisation 
responsible for dealing with data protection matters. 
 

4.4 Acting as a representative of residents of their ward 
 
Elected Members may also receive personal data about individuals 
when carrying out constituency case work. Those Members who 
maintain their own records which contain personal data about living 
individuals (such as address lists, contact details) must consider the 
reason for retaining this data.  If it is for their own personal use, or for 
use within their family or household, it does not fall within the remit of 
the DPA. If however the personal data is held on computer or in a 
structured filing system for constituency casework, the Member will be 
regarded as the “data controller” and the DPA will apply.  

 
Examples include:  
a) Details of complaints: 
b) Details of cases where the Councillor is acting on behalf of a 

constituent: 
c) Personal data held for constituency purposes; and 
d) Lists of contacts. 

 
Electronic or paper files headed: Constituents, Contacts, Complainants 
could meet the criteria. So could documents which are capable of 
being accessed by reference to the individual or criteria relating to the 
individual. For example: the individual’s name, a correspondence ref. 
number or a file number, address, age, membership of an 
organisation, (e.g. trade union, political party). 
 
The use of the data is subject to the DPA and as the Member is 
regarded as the data controller in connection with that data, they must 
comply with the provisions outlined in paragraph 2.5 to 2.8 above.  
 
As data controller, the Member is required to notify the Information 
Commissioner, which will cost £35.00. 
 
In the event that the Member receives a Subject Access Request in 
connection with personal data they hold in this manner, they are 
responsible for dealing with it in accordance with the DPA. If they need 
advice or guidance they should contact the Council’s Senior Solicitor. 



 
In the event that personal data is not held on computer or in a 
structured filing system, the DPA will not apply. 
 

5. Non-compliance with the DPA 
 

5.1 Members of the Audit Committee are already aware that the 
Information Commissioner now has the power to impose a Monetary 
Penalty on the Council in the event that it seriously contravenes the 
data protection principles and the contravention is of a kind likely to 
cause substantial damage or substantial distress. Such contravention 
could be as a result of a breach of the DPA by an elected Member 
acting in the capacity outlined in paragraph 4.2 of this report. 
 

5.2 The Act also contains a number of criminal offences including, 
procuring unauthorised disclosure of personal information. As a result 
a Member could commit an offence if they obtain personal data 
apparently for council purposes but in reality use it for their own 
personal use or that of their party. It is also an offence to fail to notify 
the Information Commissioner, when required to do so. 
 

5.3 Unauthorised disclosure of personal data would also render the 
Member in breach of the Code of Conduct for Members, which states 
that Members “must not:  
(a) disclose information given to you in confidence by anyone, or 
information acquired by you which you believe, or ought reasonably to 
be aware, is of a confidential nature, except where:  

(i) you have the consent of a person authorised to give it;  
(ii) you are required by law to do so;  
(iii) the disclosure is made to a third party for the purpose of 
obtaining professional advice provided that the third party agrees 
not to disclose the information to any other person; or  
(iv) the disclosure is:  

(aa) reasonable and in the public interest; and  
(bb) made in good faith and in compliance with the reasonable 
requirements of the authority”  

 
6. Proposal 

 
 That Members note the contents of the report. 
  
7. Recommendation 

 
 It is therefore recommended that Members note the contents of the 

report. 
 


